Spring 2014 ICAM Information Sharing Day and Vendor Expo
April 16, 2014, 8:00 a.m. — 3:15 p.m.
Agenda

8:00 - 8:30 Registration

8:30- 8:45 Welcome and Opening Remarks (GSA Auditorium) Dan Tangherlini,
GSA Administrator
8:45-9:15 Keynote Address (GSA Auditorium) Michael Daniel,
Leveraging ICAM to Address Cybersecurity Threats Special Assistant to the

President and Cybersecurity
Coordinator

9:15- 10:00 Government-wide ICAM Update (GSA Auditorium) ICAMSC Co-chairs:
The latest news and updates on the state of Federal ICAM, an overview  Deb Gallagher, GSA
of current technology trends, and insights for agencies looking to Paul Grant, DoD
leverage ICAM to strengthen agency Cybersecurity efforts Leo Scanlon, NARA
10:00 - 11:00 Panel Discussion: Realizing the Benefits of ICAM (GSA Deb Gallagher, GSA
Auditorium) Panelists:
Panelists will provide insights into driving agency ICAM success by ¢ Rich Tannich, DOE
sharing their implementation experience, examining case studies, e Frank Husson, DOE
explaining best practices, and discussing outcomes. e Adam Zeimet, USDA

e Ken Calabrese, HHS
11:00 - 2:00 Vendor Expo (Atrium, adjacent to breakout sessions)

11:00 - 1:00 Networking Lunch (lunch not provided)*

1:00 - 1:35 Breakout Session 1

Attendees may attend 1 of 2 available breakout sessions (selected during registration) or the vendor expo

during this time slot:

e Mobile ICAM Panel Discussion
An interactive panel to discuss current mobile solutions and technologies for ICAM, updates on mobile
testing and Mobile Technology Tiger Team (MTTT) work products, and the impacts of NIST SP 800-157 on
agency ICAM efforts (i.e., derived PIV credentials for mobile devices).

o Information Sharing and Federated Access
A collaborative session to discuss new technologies, initiatives, and developments that support enhanced
information sharing and serve as an enabler of ICAM. Potential session topics include attribute exchange,
trust frameworks, federation, and CNSSD 507.

1:40 - 2:15 Breakout Session 2

Attendees may attend 1 of 2 available breakout sessions (selected during registration) or the vendor expo

during this time slot:

e FCCX Updates
An update session to provide insight into the current Federal Cloud Credential Exchange (FCCX) pilot,
discuss current and future capabilities, and share potential opportunities for agency FCCX participation.
The update session will include representation from current FCCX participants.

e Testing Program, Procurement and LACS Integration
An interactive session to provide current updates to the FIPS 201/FICAM Testing Product Categories,
discussion of cloud provider certification through FEDRAMP, guidance on leveraging contracts language
for agency purchasing, and sharing of best practices for integrating Logical Access Control Systems
(LACS).

2:20 - 2:55 Breakout Session 3

Attendees may attend 1 of 2 available breakout sessions (selected during registration) during this time slot:

e Addressing PACS Integration Challenges
A discussion of challenges, solutions, lessons learned, and processes to support integration of Physical
Access Control Systems (PACS) by an experienced agency PACS implementer. A portion of the session
will be dedicated to answering attendee questions around PACS challenges.

¢ Impacts of NIST Standards and Specifications
An update session to discuss ICAM-related NIST Special Publications and Standards that are currently
open for public comment (e.g., NIST SPs 800-73-4, 800-79, 800-116, 800-156 & 800-157) and their
anticipated impacts on agency ICAM programs and activities. A NIST representative will be in attendance
and a portion of the session will be dedicated to answering attendee questions.

3:00- 3:15 Closing Remarks (GSA Auditorium) GSA

* Please refer to the “Places to Eat Guide” in the Participant Packet for more information on nearby restaurants and eateries.



